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User accesses 
community site 
anonymously.

Does user click 
Register?

Does user click 
Login?

User is redirected to 
SSO login URL 

defined in 
Community Admin?

User is redirected to 
SSO registration URL 

defined in 
Community Admin

Yes

No

Does user 
perform another 
action requiring 

authentication in 
the community?

User continues to 
browse 

anonymously.
No No

Yes

Yes

Does user return 
to community 

with SSO token 
set as browser 

cookie. 

Does SSO ID 
exist? 

Is token valid?

Yes

Yes

No

New user is created.No

Existing user is 
retrieved.

Yes

User is signed in. 

User profile is 
updated with any 
changes from SSO 

token.

Have any user 
profile fields 

been passed in 
SSO token?

Yes

No

Have role 
changes been 
passed in SSO 

token?

Yes

User is added or 
removed from 

role(s).

No

Is redirect 
(referrer) query 

parameter 
passed?

User is redirected to 
specified URL.

Browser loads 
original community 

URL. 
No

Yes

Is SSO 
registration page 

enabled?

Yes

Does user 
provide required 

information?

Yes

User is prompted to 
provide required 

information.

No

User is redirected to 
community 
homepage.

Application reads 
SSO token from 
browser cookie.

Application reads 
SSO token from 

query parameter.

Is this the first 
request of the 

session?
No

Yes

User is redirected to 
Bounce URL.

Customer uses 
SAML 1.0, OpenID, 

Siteminder, or other 
SSO. 

No No

Is the Bounce 
URL defined in 
the Community 

Admin?

No

Is SSO enabled?

Yes

No

Does user come 
back to Fallback 

SSO URL.

User is redirected to 
community 
homepage.

Yes

User is redirected to 
Authentication 

Failed page,

Does user return 
to community 

with SSO token 
set as query 
parameter. 

Yes

Yes

No

User goes through 
normal Lithium 
authentication 

workflow or 
implements custom 

SSO system.

Does SSO Token 
include 

profile.remember
_password profile 

set to true?

Yes

Auto login cookie is 
set.

No

Does customer 
use custom SSO 

system?
No

User continues to 
browse 

anonymously.

Yes

User authenticates 
on site specified by 

Bounce URL.

User authenticates 
on site specified by 

Bounce URL.
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